a2z United States Patent

US007068791B1

(10) Patent No.: US 7,068,791 B1

Larsen et al. 45) Date of Patent: Jun. 27, 2006
(54) SECURE PACKET RADIO NETWORK 4912762 A * 3/1990 Leeetal .....cocooeeeee. T05/71
5475757 A 12/1995 Kelly ........ oo 380724
{?5] Inventors: Mark Sievert Larsen__ Pretoria (ZA); 5485519 A 171996 Weiss ...coverees v 380/23
James David Larsen, Pretoria (ZA) 5642420 A *  6/1997 Kuroda et al. .oeee 380/30
: 5,809,141 A *  9/1998 Dent et al. .... .. 380/247
- . - 6,167,513 A ™ 122000 Inoue et al. .. e 7137150
(73); stusignees; IWICS Inc.; Botell, VA (OS) 6,373.946 BI* 4/2002 Johnston ...... e 3802211
I i f 1 ')
(*) Notice: Subjecl 0 any disclaimer, the term of this 2004/0205248 Al* 10/2004 Little et al. ....ccevvennee. 709/246
patent is extended or adjusted under 35 FOREIGN PATENT DOCUMENTS
U.S.C. 154(b) by 0 days. Ep 0254812 4/1987
(21) Appl. No..  09/355,898 B el e
(Continued)
(22) PCT Filed: Feb. 9, 1998
OTHER PUBLICATIONS
(86) PCT No.: PCT/GB98/00392 Khalil, Issa, et al, *Analysis and Evaluation of SECOS, a
§ 371 (O)(1) Protacol for Energy Efficient and Secure Communication in
1?2) ) D‘ltt;' Sep. 24. 1999 Sensor Networks’, Purdue University, 2005, entire docu-
H o p- 24, ment, http://shay.ecn.purdue.edu/~desl/Publications/papers/
(87) PCT Pub. No.: WOQY98/35474 2005/final_secos__adhoc04_revision.pdf.*
e Primary Examiner—Christopher Revak
PCT Pub. Date: Aug. 13, 1998 Assistant Examiner—Ronald Baum
(30) Foreign Application Priority Data (74) Attorney, Agent, or Firm—Ladas & Parry LLP
Feb. 7, 1997  (ZA) oo 971017 (5T) ABSTRACT
(51) Int. ClL A packet radio network comprises at least one network
HO4L 9/00 (2006.01) operator station and a number of user stations. The user
HO4L 9/08 (2006.01) stations transmit message data to one another, either directly
GO7F 7/10 (2006.01) or via intermediate stations. When stations are first acti-
(52) US. CL .ocovrrernenes 380/279; 380/270; 380/277;  Vvated, they transmit key request messages to the network
713/155: 713/168: 713/171: 709/238: 709/240: operator station. Other, authenticated stations in the network
' ' 726/4: 726/9: T26/27 will not communicate with the new station, but will pass the
(58) Field of Classification Search ... 380/279-284;  Key request message to the network operator station. The
713/168-172. 201: 709/227-240 network operator station transmits the necessary keys back
See application file 1-0_1_ comp]ctc‘ scar::h history. to the new station via the other stations to permit the new
station to operate. Each user station transmits key probe
(56) References Cited signals from time to time which advise other stations of its
public key.
U.S. PATENT DOCUMENTS
4,864,564 A 9/1989 Parker et al. ..occovernrenn. 370/94 16 Claims, 6 Drawing Sheets
s
Swilzh On

z
2.1 Parot Box resds it own (D from SmanCard,
| 22 Pamot Box wees T3 10 ko send 2 requesl io Network Opamios for Metwork
Puble Koy £ ITs own Kaye

}

3

2.1 Network Qpenior generaies Random A & Resull A
32 Crantes niw Parrst Private & Public Key
3.F Combines Pamet 1D with Pamct Pundc Key & Pamot User Level
3.4 Ensrypts (3.3} with Networc Private Key
3.5 Combings (3.4) wih hetwork Public Key & Pamet Privite Kay
3.8 Encrypis [3.5) wath Regult A
AT Combings (3.6) with Rendom A
3.8 Senda (3.7) to Pasmt

!

)l
4.1 Farrcd generaes Result A from Random A uscg Sman Cand
4.2 Opans (3.7) from Mabwark Gpemtor using Result A
4.1 Retviavar (3.4), Network Fublic Key, & Parrol Privete Key from (4.2)
4.4 Opans (3.4) using Netwark Publc Key
4.5 Reteves Parmcl Publc Kay & Pamsd User Level from (8.4}

}

&

Parrol Box repeats above opsration whan Mebwork Publz Koy and Paro! Keys
expine




